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ABSTRACT

The integration of Network Function Virtualization (NFV) and Software-Defined Networking (SDN) technologies in
the 5G Core (5GC) represents a crucial advancement in the telecommunications sector. These innovations offer
significant improvements in flexibility, scalability, and operational efficiency. Through virtualization, an effective
separation between hardware and software is achieved, which maximizes performance and minimizes dependence on
specialized equipment. Despite their advantages, the development of these technologies has mainly been run by large
corporations, creating challenges such as high acquisition costs and technological dependence. However, open-source
initiatives that allow greater access and encourage innovation and collaboration within the sector have emerged. This
article aims to conduct a literature review on the implementation of SDN and NFV in the 5GC and an evaluation of
open-source technical solutions for its implementation. The combination of SDN and NFV optimizes available
resources and enables the creation of advanced services that benefit various economic sectors. Ultimately, integrating
these technologies in 5GC becomes a fundamental step towards a more efficient and adaptable future for
telecommunications.
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1. INTRODUCTION

In recent years, 5G networks have experienced a remarkable growth, which is characterized by their higher capacity
and efficiency compared to previous technologies. This advancement has enabled the development of a variety of
services and transformed various industries, improving the end-user experience [1][2][3].

The software-based architecture of 5G networks provides opportunities to integrate virtualization technologies, such
as Network Function Virtualization (NFV) and Software-Defined Networking (SDN). These innovations enable the
separation of hardware and software, thus optimizing the deployment of network components on general-purpose
hardware, which maximizes operational efficiency [4][5][6][7]. Despite these advantages, only large corporations
focus their research on this arena, resulting in high acquisition costs and technology dependence. To counteract these
problems, the open-source community has developed open-source projects for the deployment of 5G network
components, which are accessible to any interested party [1][5][8]. These projects, supported by organizations such
as Open-Air Interface and the Linux Foundation, focus on cloud environments, enabling management and scalability.
Furthermore, they encourage innovation and global collaboration to ensure that technologies continuously evolve to
adapt to emerging needs [1][5][8].

This paper proposes a comprehensive review of 5G Core (5GC) innovation, focusing mainly on virtualization
technologies such as SDN and NFV. We explore the implications and benefits of these integrations in the current
telecommunications environment, as well as the implementation of virtualized 5SGC through free and open-source
software platforms.
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2. THE 5G CORE: A PARADIGMATIC SHIFT

Fifth generation (5G) mobile networks are made up of two essential components: The Radio Access Network (RAN)
and the Network Core (CN). While the RAN interacts directly with users, the CN operates in the background,
providing all the network functions necessary for effective communication. Among the critical functions of the core
are user authentication and authorization, as well as location maintenance, which enables appropriate services to be
provided [9]. Throughout the various generations of mobile networks, the implementation of these functions has
evolved. The standard 5G core has been designed to be quick, flexible, scalable, and customizable, enabling it to
support emerging technologies in areas such as agriculture, healthcare, and smart cities, and the Internet of Things
(IoT) on a large scale [4][10].

One of the most innovative approaches to the 5G core is the Service-Based Architecture (SBA) adopted by 3GPP. This
modular architecture allows network components to register, offer specific services, and subscribe to other services,
using these elements as building blocks to create more complex solutions. This modular architecture represents a
significant advance over the 4G architecture, which lacked such flexibility. SBA not only improves core adaptability
but also facilitates the adoption of virtualization, which is crucial for network performance [9][10][11][12].

Network Segmentation is another key feature that characterizes 5G. This process involves the creation of logically
separate and customized networks, with components for each segment. Through this segmentation, a single user device
can access multiple network segments through the same radio interface, each optimized for different types of traffic.
This is crucial to ensure efficient operation of all devices and networks within the 5G ecosystem [8][10][13].

Likewise, Cloud Native Architecture is one of the outstanding features of the 5G core. Network Functions (NFs) can
be implemented in several ways: as a network element on a dedicated device, as a software instance operating on
specific hardware, or as a virtualized instance in a cloud infrastructure. This architecture, driven by 3GPP NF, improves
programmability, flexibility and automation, while optimizing efficiency in terms of costs and power consumption.
For operators, managing the increasing complexity of mobile traffic and delivering new services effectively is
essential, and the cloud-native strategy enables agile deployment, reducing technical risks through a gradual and
reversible approach [4][10][11][14].

Another example of disruptive change in 5G core design is the use of Multi-Access Edge Computing (MEC), which
seeks to bring processing capabilities to the edge of the network, where in other generations they were performed
directly in the core, especially for applications requiring Ultra Reliable Low Latency Communications (URLLC). Use
cases such as image recognition, speech analysis, and large-scale sensor management are becoming increasingly
prominent. In these scenarios, any delay in the communication between remote devices and servers can impair the
user experience. SCM addresses this need by integrating application servers and content storage directly into local
base stations [10][14][15][16].

For its part, 3GPP has also introduced support for Artificial Intelligence (Al) and Machine Learning (ML) through the
Network Data Analytics Function (NWDAF). This functionality allows operators to monitor the status of network
segments and the performance of third-party applications, thus becoming a central component of analytics at the core
of the 5G network and providing valuable information for network optimization [10].

3. INTEGRATION OF SDN AND NFV IN THE 5G CORE

The nature of the 5G network core design, focused on a micro-service and cloud-native architecture, is an attractive
way to implement emerging virtualization technologies, such as NFV and SDN. Both technologies share key
objectives in 5GC implementation concerning flexibility, scalability, and extensive customizability [3][7][16]. NFV is
based on transforming NFs traditionally deployed on dedicated hardware into software deployed on general-purpose
servers. This deployment implies a significant change from traditional methodologies of designing, deploying, and
managing network services. Similarly, SDN proposes to separate the Control Plane from the Data Plane. The core
concept behind SDN allows network developers and administrators to have the same kind of control over network
equipment as over x86 servers. This action enables centralized and programmable network flow control based on a
global view of the network state [1]][3][S][7][16].
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3GPP incorporates NFV and SDN technologies in the development of 5SGC standards. These technologies decouple
the Evolved Packet Core (EPC) network components, implementing NF in a software-based architecture within the
5GC. The 3GPP 5GC architecture adopts the SDN paradigm, separating the User Plane Functions (UPF) from the
control plane functions, which include the Session Management Function (SMF) and the RAT Unified Control Core
(RUCC) [2]. An SDN controller sits between the user plane function and the control plane component. The
Northbound API facilitates communication between network functions, including RUCC and SMF. The Southbound
API enables interaction with the UPF, which operates as one or more SDN switches. The SDN controller establishes
communication between these elements through the Open Flow protocol [5][17], as shown in Fig. 1.
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Figure 1: SDN-based SGC architecture [18].

The red dotted line in Fig. 2 shows the new 5G network architecture after converging 5SG and SDN technologies.
Referring to Fig. 1, in terms of architectural logic, the UPF is connected to an SDN switch, as is the base station (NB),
and the two communicate using the Open Flow protocol. The SDN switches are logically placed between the 5SGC
and the RAN.
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Figure 1: 5G network architecture [18].
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Decoupling the UPF from the control plane and the SDN controller acts as a relay node between these two elements.
Control plane components can have multiple mirrors to manage multiple UPFs through the SDN controller, enabling
control of various SDN switches [18].

Leaders in integration implementation.

In the area of 5G network infrastructure for telecom service providers, Gartner's February 2021 [19], 2022 [20], and
2023 Magic Quadrant reports [21] have highlighted several companies as leaders in SDN and NFV integration
implementation. These reports, produced by Gartner, an independent IT research and advisory firm, provide a
comprehensive assessment of companies' viewpoints and execution capability in this sector. Among the leading
companies are:

=  Ericsson: A Swedish multinational networking and telecommunications company, offers services, software,
and information and communication technology infrastructure to communication service providers (CSPs).
In 2021, Ericsson was recognized as a leader in 5G network infrastructure for its ability to execute its vision
and technology leadership in the 5G space. Its end-to-end 5G platform includes the Ericsson Radio System,
5G Core, 5G orchestration and transport, and professional services. It has its own Ericsson Cloud Packet
Core solution, which supports more than 100 virtual EPC customer business networks [22].

=  Nokia: It is a Finnish multinational telecommunication and information technology company. It has the
software-defined access platform called Altiplano and Lightspan programmable access nodes to centralize
and virtualize NFs. One of the essential features of the platform is the application of SDN and NFV concepts
for access networks [23].

= Huawei: It is a Chinese information and communication technology (ICT) provider, and its business includes
operator, customer, and enterprise business. This company has implemented solutions such as Huawei Cloud
Fabric and Huawei Cloud Edge, which facilitate a seamless integration of SDN and NFV. Huawei Cloud
Fabric, an SDN-based data center network solution, enables building a simplified, intelligent, ultra-wide, and
open cloud data center network. For its part, Huawei Cloud Edge is a new-generation mobile broadband
solution developed on an NFV, service-oriented, and cloud architecture basis [24].

4. BENEFITS OF INTEGRATION

Integrating SDN and NFV into 5G core networks offers several significant benefits. These technologies improve
network agility and scalability and contribute to cost reduction and more efficient resource management. Below, we
explore these benefits, highlighting how adopting SDN and NFV transforms the telecommunication infrastructure.

Agility and Scalability

Integrating SDN and NFV into the 5G core brings unprecedented agility in responding to market dynamics. This
approach enables operators to deploy new features and services in real time, eliminating the long development cycles
that characterize traditional infrastructures. The ability to scale resources efficiently optimizes performance in the face
of traffic peaks and facilitates the customization of offerings for specific customer segments. This customization is
crucial in an era where the demand for digital services continuously expands, forcing companies to innovate to remain
competitive constantly. In short, SDN-and-NFV-powered-5G architecture transforms costs into strategic investments
while guaranteeing a quick response to the environment's emerging needs [25][26].

Cost Reduction

From an economic perspective, the adoption of SDN and NFV represents a radical change in the operational economy
of networks. NFV decreases reliance on specialized hardware and optimizes the use of the existing infrastructure. This
adoption drastically reduced and enabled operating costs, consolidating multiple functions in virtualized
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environments, thus reducing the need to maintain physical equipment. In addition, cloud-based consumption models
provide operators with unprecedented financial flexibility, allowing an on-demand capacity adjustment. In the long
term, these cost reductions facilitate reinvestment in innovation and continuous improvement, encouraging a virtuous
cycle of service development and evolution [7].

Improved Resource Management

Effectively managing network resources is a fundamental SDN and NFV framework. Operators can implement
optimization methods that significantly increase network performance using advanced monitoring and data analysis
techniques. For example, dynamic bandwidth allocation and traffic prioritization improve the user's experience and
ensure efficient utilization of available resources. This proactive management reduces latency, increases the speed of
connections, and contributes to better interoperability between different services and applications, preparing the
network for the requirements of an increasingly interconnected future [25][26].

5. 5G CORE VIRTUALIZATION PLATFORMS: OPEN-SOURCE SOLUTIONS FOR SDN AND NFV
IMPLEMENTATION

Open-source platforms play a crucial role in 5G core virtualization, representing an alternative to the offerings of large
corporations in the telecommunication sector. These platforms offer a solution with flexible and scalable infrastructure
to support the demands of the network core. The following are the leading platforms for implementing the virtualized
5G core.

OAI5G CN

Open-Air Interface Software Alliance, a non-profit organization founded by EURECOM, is developing the OAI 5G
CM project. The project includes members such as Qualcomm, Orange, AMD, NVIDIA, Canonical, Ericsson, Red
Hat, and prestigious universities such as King's College London, Chinese Academy of Science, and Universidad Carlos
11T de Madrid, among others [27]. It offers three deployment modes: MinimalisticSGC, Basic5GC, and Slicing5GC,
with documentation including tutorials for different NFs. Its repository is divided by core network functions and shows
constant activity in commits [28]. In the last year (2024), the company released version 2.0.0 in January, 2.0.1 in
February, and 2.1 in September [29]. In addition, it supports the standalone architecture of the 5G core and
functionalities such as N2 Handover, an HTTP/2 API, and support for fully qualified domain Names (FQDN). The
company conducted successful tests with commercial-based stations belonging to companies such as Amarisoft and
Baicell and open-source RAN simulators such as UERANSIM and Gnbsim [30].

Magma Core

This project is based on the work of Open-Air Interface and belongs to Linux Foundation Projects. It has a Technical
Steering Committee of eight members responsible for decisions on the core architecture [31]. Since 2021, the Open-
Air Interface Software Alliance and the Open Infrastructure Foundation have partnered with the Magma project to
form the Magma Core Foundation. Moreover, the foundation welcomed new members: Aarna Networks, Connect5G,
Helium, and Whitestack, which joined members such as Deutsche Telekom and Facebook [32]. Magma provides
extensive documentation detailing the 5G SA deployment and configuration processes and the necessary hardware
and software requirements [33]. Its repository has low activity, with just 54 commits throughout 2024, and the latest
stable version is 1.8.0 (Newberry) from 2022 [34][35]. Magma Core supports 5G NSA and 5G SA architectures
distinguished by its orchestrator, which operates as a centralized controller for a group of networks and handles the
control plane for various types of gateways in Magma [36][37]. The project includes open APIs integrated with
existing operations support and business support systems (BSS/OSS) [38]. Magma Core was the platform selected for
the 5G core network implementation of the Plat5G-BR project, which is owned by the Brazilian government [37].

Open5GS
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A Next EPC-based Project has sponsors such as Mobi, Telet, Coral Telecom, and Kontron [37][39]. It provides
extensive documentation with a quick start user's guide describing the steps to install and configure Open5GS as a
package on a Linux distribution, in this case, Ubuntu or Debian. It also includes OpenSUSE and CentOS [40][41]. In
addition, there is a section for troubleshooting and hardware notes [41]. The repository is moderately active, with
about 350 commits so far in 2024 and recent contributions. In 2024, released two stable versions 2.7.1 in April and
2.7.2 in August [42][43][44]. The authors did not find evidence of the use of this platform in projects or tests related
to commercial base stations.

Free5GC

This project rests on Next EPC. Currently, the significant contributions to the project come from the National Chiao
Tung University (NCTU) [37][45]. Free5GC has extensive documentation with a user's guide that has tested hardware
including UE and gNodeB, and information for different configurations and deployments, such as Docker and
Kubernetes. It includes a Troubleshooting section and design documents describing the core architecture components.
It has a forum for technical support and labs with tutorials to learn how to use the platform [45][46][47]. The repository
is at low activity, with less than 100 commits so far in 2024, and in that period 4 versions have been released: 3.4.0 in
February, 3.4.1 in March, 3.4.2 in July and 3.4.3 in September [48][49]. It supports the 5G SA architecture [50]. The
authors did not find evidence of this platform in projects or tests with commercial base stations.

The following Table 1 is a comparison between the four above-mentioned platforms:

Table 1: Comparison between SGC virtualization platforms.

i Programming .
Platforms License language Deployment User’s interface
OAI Public | C++[5] Containers [5] No [35]
OAI 5G CN License V1.1 [5]
BSD-3-Clause C++y Go [51] Containers and
Magma Core License. [51] Virtual Machines Yes [37]
[37]
AGPL-3.0 Copy | C[5] Containers and | Yes [5]
Open5GS left [5] Virtual Machines
[5]
Apache 2.0 [5] Go [5] Containers and | Yes [51]
Free5GC ?;1]rtual Machines

Performance analysis of virtualization platforms.

A comparative study of Free5SGC, OAI 5G CN, and Open5GS platforms analyzed the resource utilization and Round-
Trip Time (RTT) experienced by user devices in a virtualized environment. The results indicated deployment benefits
and a trade-off between load consumption and latency assessment. This study also noted that Open5GS demonstrated
the lowest processing load. At the same time, OAI 5G CN had the highest CPU utilization percentage of 1% and 4%
in each CPU, respectively, for tests performed with one and up to 8 UEs [5].

Another study focused on the performance difference of critical UE procedures when deploying Open5GS on a
Kubernetes platform versus a bare-metal deployment. The results revealed a 7% performance degradation in
throughput for UE procedures running on Kubernetes compared to bare metal when handling 300+ initiated user
devices. However, for moderate loads (less than 200 UEs), both deployments showed comparable performance in
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registration and deregistration procedures. This study concluded that while Kubernetes offers benefits in terms of
manageability and portability, it introduces a 7% performance overhead, which can affect performance and stability
under high loads. The decision to prioritize Kubernetes over bare metal may depend on the operational costs associated
with each [52].

In a performance analysis of Magma Core 1.6.1, evaluated through emulation testing with Spirent Landslide and
commercial deployments, its ability to handle typical loads (288 UEs with 432 Mbps in RAN) using inexpensive
hardware, with acceptable CPU usage on physical/virtual AGWs, was demonstrated. The main bottleneck is the MME
component, limiting connection rates to 2 UE/s on physical AGWs and up to 16 UEs on virtual (4 vCPUs). The
separation of planes (CUPS) reveals variations in CPU load between connection (control) and data transfer (user)
phases. At the same time, flexible resource allocation optimizes the trade-off between data throughput and connection
success. Magma scales linearly by adding AGWs, being viable for standard and demanding environments by adapting
through additional hardware, combining efficiency, scalability, and low cost in cellular deployments [53]. It is
important to note that the microservices-based Core 5G architecture may introduce complexities that affect
performance if not managed adequately despite the benefits it brings. Studies conducted on SDN adoption in 5GC
showed an 18% to 62% reduction in end-to-end latency compared to traditional 5G architecture in different procedures
[54].

Challenges and limitations of open-source platforms in SG deployments.

= Implementation and Learning Curve: Many open-source implementations of the 5G core present a steep
learning curve and require specialized personnel. These implementations are due to the inherent complexity
of telecom infrastructures historically associated with vendor-specific solutions [55].

= Real-time scenario evaluations: Evaluating 5GCN traffic in real-time is challenging, as implementing a real
5G network infrastructure is costly and requires careful consideration of complex scenarios and essential
hardware components that are often unaffordable for most institutions. Although open-source projects are
adopted in the literature, simulation-based validations may not be sufficient to convey real-time 5G scenarios
[56].

= Maturity and Community Support: When comparing open-source platforms for 5G core implementation, we
consider infrastructure, documentation, developer community involvement, and code maturity aspects. These
factors can vary significantly between platforms, affecting the ease of use, availability of support, and
software stability. Code maturity and evolution are highly dependent on community activity and
contributions. Development may slow down or stop if a community becomes inactive or the project loses
sponsors [37]. While functional for testing and development, some platforms may not be mature enough for
deployments in production environments.

= Security: decomposing network functions (NFs) into microservices-based architectures, which open-source
platforms adopt for Core 5G, may increase the attack surface and potential vulnerabilities. This increment is
due to the larger number of interfaces and software components involved [12]. In addition, although open-
source platforms are used in research, validations are often based on simulations. They may not fully reflect
real-time 5G scenarios, raising doubts about their effectiveness and reliability in real implementations. [56]

6. CONCLUSIONS

After conducting this study, 5SGC virtualization, fostered by open-source solutions, plays a key role in modernizing
telecommunication networks. This approach remarkably improves telecommunication infrastructures' flexibility,
scalability, and operational efficiency. The joint implementation of technologies such as SDN and NFV proves crucial
to maximizing the efficiency of these networks by reducing dependency on specialized hardware and helping forward
a software-based paradigm that optimizes the use of generic hardware. We analyze open-source platforms, such as
OAI 5G CN, Magma Core, Open5GS, and Free5GC, which afford operators and developers significant resources to
create fast and adaptive networks. These solutions provide viable alternatives to existing commercial options and
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stimulate innovation and collaboration within the 5G ecosystem. Modular deployment capabilities and the approach
of micro-service-based and cloud-native architectures are presented as key elements that enable customization
according to the specific needs of each operator.

In conclusion, 5GC virtualization, supported by SDN and NFV technologies, represents a paradigmatic shift. This
transformation reduces costs and opens doors to creating advanced services that positively impact various sectors.
Therefore, developing and adopting these solutions represents a significant step towards the future of
telecommunications, characterized by greater efficiency and adaptability to emerging market demands.
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